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Congratulations on passing the Certification Exam . Your success is really well deserved. We congratulate you on your

brilliant result.

1. What is third-party data processing? 2/ 2 points

Your Answer: o Correct
O Processing data within your own organization

ve® Processing data by a party outside your organization
O Processing only personal data

O Processing data without consent

2, Why might a company engage in third-party data processing? 2/ 2 points

Your Answer: « Correct
O To maintain complete control over data

v ® To reduce costs associated with data processing
O To avoid data protection regulations

O To share data publicly without restrictions

3. What is the primary legal basis for processing personal data under the Nigeria Data Protection Act, 20237 2/ 2 points

Your Answer:  Correct
O Legitimate interest

v ® Consent
O contractual necessity

O Public interest

4. Which principle states that data should be collected for specified, explicit, and legitimate purposes and 0/ 2 points

not further processed in a manner incompatible with those purposes?
Your Answer: ¢ Incorrect

X ® Data Minimization

v O Purpose Limitation
O Lawful Basis

O Accountability

5. A temporary and unique authentication code used to verify a user's identity during the login or transaction 2/ 2 points
process is called
Your Answer: « Correct
O Transaction ID
v @oTP
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An individual who is the subject or the source of personal data that is being collected, processed or

2/ 2 points
stored is referred to as

Your Answer: o Correct
O Data Controller

O Data Processor

O Supervisory Authority
v ®Data Subject

7. What is cloud computing? 2/ 2 points

Your Answer: o Correct

O Storing data locally on a physical server
v @Accessing and managing data over the internet
O Running software on personal computers

O Building a private network within an organization

8. Which of the following is NOT a cloud service model? 2/ 2 points

Your Answer: o Correct
O Infrastructure as a Service (laaS)

O Platform as a Service (PaaS)
O Software as a Service (SaaS)

v@® On-premises as a Service (OPaaS)

Which of the following is NOT considered a right of data subjects under data protection laws? 2/ 2 points

Your Answer:  Correct

O Right to access and obtain a copy of personal data held by organizations
O Right to correct or update inaccurate personal data
v@® Right to receive a fair compensation for the use of personal data

O Right to have personal data erased under certain circumstances

10. What does the right to data portability mean for data subjects?

2/ 2 points
Your Answer:  Correct

v ®The right to transfer personal data from one organization to another
O The right to restrict the processing of personal data
O The right to be informed if personal data is being shared with third parties

O The right to object to the processing of personal data

11.  What is cross-border data transfer? 2/ 2 points
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Your Answer: « Correct

O Transfer of data within the same country
v ® Transfer of data between different countries
O Transfer of data within a specific region

O Transfer of data between different cities

12.  Which of the following is NOT a commonly used method for cross-border data transfer? 2/ 2 points
Your Answer: o Correct
O cloud storage
O Email attachments
O File transfer protocols (FTP)
v ® sSmoke signals
13. Whatis Privacy by Design? 2/ 2 points
Your Answer: « Correct
O The process of encrypting personal data for maximum privacy
v @ A framework that promotes privacy considerations from the start of system design
O The deletion of all personal data to ensure privacy
O The process of collecting and analyzing data without considering privacy implications
14. What is the main goal of Privacy by Design? 2/ 2 points
Your Answer:  Correct
O To maximize data collection for analysis
OTo comply with legal regulations regarding data privacy
v ® To embed privacy measures into the design and operation of systems and processes
O To sell personal information to third parties
15.  Which of the following best describes a Data Protection Impact Assessment (DPIA)? 2/ 2 points
Your Answer: « Correct
O A document that outlines the steps to secure data during a breach
v ®a systematic process to identify and minimize data protection risks
Ona policy that restricts the sharing of personal data with third parties
OA requirement for obtaining user consent before data collection
16. What is a data privacy impact assessment (DPIA)? 2/ 2 points

Your Answer: o Correct

OA legal document required for data processing

v @ Arisk assessment tool for identifying and mitigating privacy risks
Oa marketing strategy for data protection
OA policy that restricts the sharing of personal data with third parties
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17.

Which one of these is NOT required to be licenced as a data protection compliance organization?

Your Answer: ¥ Incorrect
Ocac Registration

v O Evidence of binding corporate rules

18.

19.

20.

21.

22,

X ® Relevant professional or academic qualification of at least two listed staff

O Website registration on .ng domain

Data Protection Compliance Organizations are licenced to carryout the following services except

Your Answer: o Correct
O Data protection and privacy advisory services

O Data protection training and awareness services

v ® Data Breach fines and penalties collection

O Data protection and privacy breach remediation planning and support services

What is data retention?

Your Answer: o Correct
O Storing data for an indefinite period of time

O Deleting data immediately after it is collected

ve® Storing data for a specific period of time as required by regulations or business needs

O A framework for sharing data online

Why is data retention important?

Your Answer: o Correct
O To save storage space on servers

v ®T10 comply with legal and regulatory requirements

O To sell the data to third-party companies

O Helps in data reclassification

Which of the following is the best definition of data encryption?

Your Answer:  Correct
O The process of hiding data within images

v ®The process of converting data into a code to prevent unauthorized access

O The process of compressing data to save storage space

O The process of backing up data to an external device

What is the purpose of a firewall in data security?

Your Answer: « Correct
OTo encrypt sensitive data

v ®10 prevent unauthorized access to a network

O To scan and remove malware from files
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O To store and organize data in a structured manner

23. DSAR s an acronym for

Your Answer: ¢ Incorrect

Data Subject Access Requirements

Correct Answer:

Data Subject Access Request

24. Data Subject Access Request should be promptly treated within

Your Answer:  Correct
v@® 30days

O 40 days
O 60 days

Oo90 days

25. Aperson who is not satisfied with an order of the Commission, may apply to the court for judicial review
within 30 days after the order was made.
Your Answer: o Correct
v ®True
O False
26.

A data controller or processor of major importance shall be liable to pay a higher maximum amount
penalty fee of

Your Answer: « Correct
v @ Ten Million Naira

O Two million Naira
O Three Hundred Thousand Naira

O Five Hundred Thousand Naira

27. What is the purpose of data protection regulations in finance?

Your Answer:  Correct

O To ensure secure financial transactions

OTo protect the privacy of individuals' financial information
OTo prevent unauthorized access to financial data

v @ All of the above

28. Which of the following is considered sensitive financial data?

Your Answer: « Correct
O credit card numbers

O Bank account information
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O National Identification Number (NIN)

v @ Al of the above
29. Who bears the burden of proof of establishing a data subject’s consent? 2/ 2 points

Your Answer: « Correct
O Data Processor

v @ Data Controller
O Data Subject

O The Nigeria Data Protection Commission

30. Consent may be provided in writing, orally or through electronic means. True or False. 2 /2 points

Your Answer:  Correct
v ® True

O False

31. Before a data controller collects personal data directly from a data subject, the data controller shall inform 2/ 2 points

the data subject of

Your Answer: « Correct

O identity, residence or place of business of, and means of communication with the data controller and its
representatives

O specific lawful basis of processing and the purposes of the processing for which the personal data are intended

O recipients or categories of recipients of the personal data, if any

v @ all of the above

32. Whatis pseudonymization? 2/ 2 points

Your Answer: « Correct

O The process of encrypting data to protect its confidentiality
O The process of anonymizing data by removing all identifiable information
v @®The process of replacing identifiable information with pseudonyms

O The process of compressing data to save storage space

33.  What is the main purpose of pseudonymization? 2/ 2 points

Your Answer:  Correct
O To make data completely anonymous

O To ensure the integrity of data during transmission
v ® To reduce the risk of re-identification of individuals

OTo prevent unauthorized access to data

34. What is the purpose of a privacy policy? 2/ 2 points

Your Answer: « Correct

O To collect personal information from individuals
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OTo provide legal advice to individuals

v @ To inform individuals about how their personal information is collected, used, and protected

O To sell personal information to third parties

35. Who is responsible for creating a privacy policy?

Your Answer: o Correct

O Individuals whose personal information is collected

ve® Legal professionals and compliance teams within an organization

36.

O Internet service providers

O Government agencies

What is a data breach?

Your Answer: « Correct

Oa cyber-attack that targets a specific individual

v @ Unintentional or unauthorized exposure of sensitive data

37.

O Adata management strategy to store information securely

OAa legal requirement to share personal information

Which of the following is NOT considered a type of data breach?

Your Answer:  Correct
O Unauthorized access to a database

v @Accidental deletion of non-sensitive files

O Malicious software infecting a computer system

O Theft of physical documents containing personal information

The National Commissioner shall be the accounting officer of the Commission.

38.
True or False.
Your Answer: « Correct
v ®True
O False
39. According to the Nigeria Data Protection Act, 2023, the Chairman of the Governing Council shall be

40.

Your Answer:  Correct
O The National Commissioner/CEO

v ® ARetired Judge of Nigeria

O A Director in the Ministry of Information and Communications Technology

OA retired director from a Federal Ministry, Department or Parastatal

What is the role of a Data Protection Officer (DPO)?

Your Answer: « Correct
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O Managing an organization's IT infrastructure
v@® Ensuring compliance with data protection regulations

O Developing marketing strategies for data security products

O Conducting forensic investigations after data breaches

41. When is an organization required to appoint a Data Protection Officer (DPO)? 2/ 2 points
Your Answer: o Correct
O When the organization has more than 500 employees
v ® When the organization processes personal data on a large scale
O When the organization operates in multiple countries
O When the organization has experienced a data breach in the past
42. What are the key principles of Privacy by Design? 2/ 2 points
Your Answer: « Correct
O Collect, Store, Analyze
ve® Privacy as the default, Full transparency, Data minimization, User control, Security
O Share, Sell, Store
O Encrypt, Authenticate, Authorize
43.  Which of the following is an example of implementing Privacy by Design? 2/ 2 points
Your Answer:  Correct
O Deleting all user data after a certain period of time
O Collecting and storing as much user data as possible
v® Designing a system with privacy features built-in from the beginning
O Sharing user data with third parties without user consent
44.  Which of the following is an example of a strong password? 2/ 2 points
Your Answer: « Correct
O Password123
O ABCDEFGH
v ® p@ssword
(O 12345678
45. What is the main objective of a phishing attack? 2/ 2 points

Your Answer: o Correct

O To install malware on a computer system
OTo gain unauthorized access to a network
v ® To deceive users and obtain sensitive information

OTo perform denial-of-service attacks
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46.

Your Answer:  Correct

O Implementing strong passwords and authentication methods

O Encrypting sensitive data during storage and transmission

O Regularly updating security software and patches
v @ Al of the above

47. What is the potential impact of a data breach in finance?

Your Answer: o Correct
O Financial losses due to fraud or theft
O Damage to the reputation of the financial institution

O Legal and regulatory penalties
v @ Al of the above

48. Where personal data is processed for direct marketing purposes, the data subject shall have the right to
object, at any time to the processing of personal data. True or False.
Your Answer: « Correct
v ® True
O False
49.

Why is data protection important in the HR context?
Your Answer: o Correct

v @ helps organizations comply with legal requirements
O It enhances employee productivity
O 1t reduces the workload of HR departments

O 1t facilitates targeted marketing campaigns

50. What rights do employees have under data protection laws?

Your Answer:  Correct
ONo rights regarding their personal data
v @ The right to access, rectify, and erase their personal data

O The right to sell their personal data to third parties

O The right to obtain personal data of other employees
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